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Internal Assessment Resource

Digital Technologies Level 2

	This resource supports assessment against:

Achievement Standard 91377 version 3
Demonstrate understanding of local area network technologies

	Resource title:  Local Area Networks

	3 credits

	This resource:

· Clarifies the requirements of the standard

· Supports good assessment practice

· Should be subjected to the school’s usual assessment quality assurance process

· Should be modified to make the context relevant to students in their school environment and ensure that submitted evidence is authentic


	Date version published by Ministry of Education
	February 2015 Version 2

To support internal assessment from 2015

	Quality assurance status
	These materials have been quality assured by NZQA.

NZQA Approved number: A-A-02-2015-91377-02-5708

	Authenticity of evidence
	Teachers must manage authenticity for any assessment from a public source, because students may have access to the assessment schedule or student exemplar material.

Using this assessment resource without modification may mean that students’ work is not authentic. The teacher may need to change figures, measurements or data sources or set a different context or topic to be investigated or a different text to read or perform.


Internal Assessment Resource

Achievement Standard Digital Technologies 91377: Demonstrate understanding of local area network technologies 

Resource reference: Digital Technologies 2.50 v2
Resource title: Local Area Networks
Credits: 3 
Teacher guidelines

The following guidelines are supplied to enable teachers to carry out valid and consistent assessment using this internal assessment resource.

Teachers need to be very familiar with the outcome being assessed by Achievement Standard Technology 91377. The achievement criteria and the explanatory notes contain information, definitions, and requirements that are crucial when interpreting the standard and assessing students against it.

Context/setting 

This activity requires students to present evidence of their understanding of local area networking technologies. This is achieved by the student demonstrating (comprehensive/in-depth) understanding of local area technologies in relation to the establishment of a small LAN (ref: http://en.wikipedia.org/wiki/LAN_Party_). 

The focus of this activity is on identifying what technologies are required, their purpose and characteristics in the LAN, and providing good advice and explanations as to the best ‘fit for purpose’ design for a small LAN.

Refer to the student instructions for details of both the investigation and the actual assessment task.

For their initial investigation, the students work in pairs or groups. For the assessment task, they work individually to develop a report (written discussion) and could support it with other evidence of their understandings. (Alternatively, they could present their work in another medium that enables them to demonstrate evidence, such as a slideshow, booklet, or display board.) 

This evidence may be collected as part of targeted teaching and learning or collected throughout the year as part of a whole programme.

Evidence could include: 
· Images of the components of a LAN system, with annotations discussing their purposes, their characteristics, and the advantages and disadvantages of the connections technologies that are used to connect the identified components (information about interoperability, tradeoffs, efficiencies, costs, and contexts of use could be used in this discussion 

· Records of the procedures and protocols used when designing, installing and maintaining a LAN and its services along with explanations of the importance of these procedures and protocols.
Although this aspect of the activity is not assessed, expect your students to acknowledge their sources, fully and accurately, by providing references.

Prior learning 

The knowledge required to demonstrate understanding of basic infrastructures (i.e. assessed by AS91080 and AS91081) is desirable as a base to build on for the understanding required at this next level of an assessment. 

Provide students with multiple learning opportunities to explore LANs, and how the components are prioritised in a range of outcomes. This will support students to develop a comprehensive understanding about the technologies required, their purpose and characteristics in the LAN, and the reasons for the design of particular LANs. 
Conditions

It is recommended that the students be given 6 weeks of in-class and out-of-class time to complete their reports. 
The students could gather and analyse their evidence independently or in groups, but they need to write their presentations independently, and the presentations will be assessed individually.
Resource requirements 

Networking concepts

http://compnetworking.about.com/od/basicnetworkingconcepts/Networking_Basics_Key_Concepts_in_Computer_Networking.htm
Networking components 

http://www.teachict.com/as_a2/topics/networks/network%20components/network_components/index.htm
http://en.wikipedia.org/wiki/Computer_network
Network connection technologies

http://www.linktionary.com/n/network_connections.html
Ethernet access control

http://en.wikipedia.org/wiki/Carrier_sense_multiple_access_with_collision_detection
Network models

TCP/IP model http://en.wikipedia.org/wiki/TCP/IP_model
OSI model http://en.wikipedia.org/wiki/OSI_model
IP addressing http://www.learntosubnet.com/

http://compnetworking.about.com/od/tcpiptutorials/a/ipaddrnotation.htm
ICMP/Ping http://www.livinginternet.com/i/ia_tools_ping.htm
CAUTION: these resources go into more depth than this standard requires.

Additional information 

None.

Internal Assessment Resource
Achievement Standard Digital Technology 91377: Demonstrate understanding of local area network technologies 

Resource reference: Digital Technologies 2.50 v2
Resource title: Local Area Networks
Credits: 3 
	Achievement 
	Achievement with Merit
	Achievement with Excellence

	Demonstrate understanding of local area network technologies.
	Demonstrate in-depth understanding of local area network technologies.
	Demonstrate comprehensive understanding of local area network technologies.


Student instructions

Introduction 
This assessment activity requires you to demonstrate an understanding of local area networking (LAN) technologies. 

The focus of this activity is on identifying what technologies are required, their purpose and characteristics in the LAN, and providing advice and explanations as to the best ‘fit for purpose’ design for a small LAN.

After working with peers on the prerequisite task (the investigation), you will demonstrate this knowledge by completing a report that includes a written discussion and other evidence, as described in the assessment task below. (Note that this assessment activity will not assess your skills in constructing a LAN.)

This is an individual assessment activity. You may carry out research (the prerequisite task) working in pairs or a group, but you must write and present your own report (written discussion) with the information from your research and other evidence to demonstrate your understandings.

You have 6 weeks of in-class and out-of-class time to complete your report. 

Teacher note: Adapt the time allowed to meet the needs of your students.

Investigation

Working in pairs or small groups, research local area networks technologies. 

Identify a reason for using local area technologies, for example:

· establishing a small home office network with shared access to data, applications, and services such as printers, storage, email and the internet

· running a small LAN  for a group of friends

Clearly identify the concepts, components and connection technologies that could be used in the LAN 

Gather information about:

· networking concepts (see Appendix 1&2)

· networking components (see Appendix 3)

· connection technologies (see Appendix 4)

· Ethernet access control

· networking topologies

· networking models (Standard networking models will include the OSI (Open    System Interconnection) and TCP/IP (Transmission Control Protocol/Internet Protocol) networking models)
· IP addressing and schema.
Your teacher may suggest resources, such as magazines or websites that assist you with this task.

As you investigate, gather evidence that demonstrates your understanding of the points listed above. Organise this evidence and think about how it can best be recorded for presentation as part of your individual report.

You are expected to acknowledge your sources, fully and accurately, by providing references (although this aspect of the task will not be assessed).

Task

Write a report (a written discussion) in which you: 

· describe what the user will mainly use a specific LAN for

· compare and contrast the characteristics and the purposes of peer to peer LANs and client/server LANs

· explain why the components have been used in a LAN (local area network) to achieve the desired characteristics
· explain how the connection technologies allow the components to function in a specific LAN (see resources for definitions of connection technologies)

· discuss the advantages and disadvantages of the common cable, fibre and wireless technologies for connecting the components of a specific LAN.

· explain how the different purposes of the components determine the connections between them and how data typically flows along them

· identify and explain the layers in the TCP/IP networking model and the role of this model in a  specific LAN architecture

· explain IP (Internet Protocol) addressing with reference to static addresses and dynamically obtained addresses

· discuss IP addressing schema including the consequences for static addresses and dynamically obtained addresses

· describe the access control method used in Ethernet architecture

· discuss how the access control method used in Ethernet architecture manages Ethernet traffic on a LAN.

· Demonstrating your understanding of the purposes and key characteristics of LANs includes:

· the information in your written discussion 

· annotated diagrams with written discussion, images, and drawings as appropriate. 

Hand your completed report to your teacher.

Make sure you acknowledge all sources. That is, make it clear where your information has come from.

Teacher note: The student’s presentation could, alternatively, be in the form of a slideshow, booklet, or display board, rather than a report. Discuss these options with your students, if they are appropriate.

Resources

Your teacher will provide you with information on: 

· networking concepts 

· networking components 
· network connection technologies 
· Ethernet access control 
· network models 
· IP addressing 
Definitions

This definition has been taken directly from DT standard 91377.
Connection technologies will include but are not limited to 

· common wired, optical and wireless technologies

· LAN architecture specified in terms of physical topologies and logical topologies.

Assessment schedule: Digital Technologies 91377 Local Area Networks

	Evidence/Judgements for Achievement
	Evidence/Judgements for Achievement with Merit
	Evidence/Judgements for Achievement with Excellence

	The student has demonstrated understanding of local area network technologies. 

They have:

· described networking concepts
Networking concepts described  will include but are not limited to: the characteristics and purposes of a LAN, standard networking models Open System Interconnection (OSI) and Transmission Control Protocol/Internet Protocol (TCP/IP), bandwidth, data transmission modes, IP addressing, DHCP (Dynamic Host Configuration Protocol), NAT (Network Address Translation) and ICMP (Internet Control Message Protocol).

The student would typically describe the characteristics and purposes of a LAN. The description would cover:

· hosts, networking devices, peripherals, the connections between these and the dual function of some devices

· examples of where LANs are used, 

· their interconnectivity with other networks,

· the types of devices that can connect to a LAN

· the type of resources that are  shared  on a LAN

· the information that can be accessed through a LAN.
· explained why the components have been used in a LAN (local area network) to achieve the desired characteristics

The students explanation will typically cover:

· the reasons certain devices have been chosen to support the purpose of a particular LAN 

e.g. is a 10Mbps connection sufficient or do we require 100Mbps (or 1Gbps) because we may need high video demand-discussion on bandwidth  that matches the purpose of the LAN (e.g. home office versus gaming)

· the choice of components in relation to whether they are using a desktop, personal computer , or laptop and the  characteristics of these devices
e.g.  currently wont get HD video out of a smart phone-limitations of these components to perform a function within a LAN

· resolution, speed, bandwidth to handle the network traffic, connection of devices (or hosts)

e.g. does the purpose of using the smartphone on the LAN require the immediacy of a blue tooth connection or is the simplicity of using existing Internet email connections sufficient?

 Traffic on the LAN is controlled by the switching (of hubs, repeaters, bridges and routers and 

WAP )

· data transmission including the modes of transmission of data, and  examples of these 

e.g. A telephone conversation is an example of full-duplex communication. Full-duplex networking technology increases network performance because data can be sent and received at the same time. 

· standard networking models including the title and a brief description of the purpose of each layer for the OSI model ,TCP/IP, DHCP, NAT and ICMP 

e.g. The OSI model is an industry-standard framework that is used to divide network communications into seven distinct layers. Each layer is responsible for part of the processing to prepare data for transmission on the network. E.g. layer one is called physical and defines all of the electrical and physical specifications for devices.

· the different uses of Internet Control Message Protocol (ICMP) to send control and error messages 

· the  different uses of IP addressing (including classes, and the different parts of an IP address
· explained how the connection technologies allow the components to function in a LAN

Connection technologies will include but are not limited to:

· common wired, optical and wireless technologies

· LAN architecture specified in terms of physical topologies and logical topologies

·  the explanation will typically cover :

· the reasons for the choice of device in relation to the bandwidth

e.g. the bandwidth chosen allows for a video to function not just a word processor

· the reasons for a choice of a switch rather than a hub

· the types of connections such as using wired, optical or wireless connections and the limitations and benefits of these technologies 

· an explanation of the purposes and characteristics of  LAN architectures and topologies, Physical Topologies, Logical Topologies, LAN Architecture

 e.g. LAN architecture describes both the physical and logical topologies used in a network. The three most common LAN architectures are

· Ethernet

· Token Ring

· DDI

· described the access control method used in the Ethernet architecture

The student could describe the access control method used in the Ethernet architecture using a flow diagram identifying actions and responses to activity.
The examples above relate to only part of what is required, and are indicative only.

	The student has demonstrated in depth understanding of advanced concepts of local area network technologies 

They have:

· described networking concepts

· compared and contrasted the characteristics and the purposes of peer to peer LANs and client/server LANs

The student would typically describe the characteristics and purposes of a LAN. The description would cover:

· hosts, networking devices, peripherals, the connections between these and the dual function of some devices

· examples of where LANs are used, 

· their interconnectivity with other networks,

· the types of devices that can connect to a LAN

· the type of resources that are  shared  on a LAN

· the information that can be accessed through a LAN.

The students would  also compare the advantages and disadvantages of peer to peer and client server LANs on the basis of: 

· network administration

· centralised security

· LAN complexity

· LAN services ( e.g. centralised vs local, data storage, shared data, printers, and data backups)

· explained the layers in the TCP/IP networking model and the role of this model in a LAN architecture
The explanation will cover standard networking models including the title and a brief description of the purpose of each layer for the OSI model, TCP/IP, DHCP, NAT and ICMP 

e.g. The OSI model is an industry-standard framework that is used to divide network communications into seven distinct layers. Each layer is responsible for part of the processing to prepare data for transmission on the network.. Layer one is called physical and defines all of the electrical and physical specifications for devices.
 The student explanation will typically cover:

· layers in the TCP/IP model

· dataflow through those layers

· the role of the linked layer

· the role of the internet layer

· the role of the transport layer

· the role of the application layer

· an understanding of the relative informality of the TCP/IP model vs the formality of the OSI model

· explained IP (Internet Protocol) addressing with reference to static addresses and dynamically obtained addresses
The students explanation could cover:

· the  different uses of IP addressing (including classes,

· the different parts of an IP address (network and host)

· the difference between an IP address and a MAC address

· configuration of the IP address- default or automatic and the reasons for that choice

· manual configuration of an IP address (static vs dynamically obtained, DHCP and NAT) and the reasons for those  choices

For example the explanation for NAT would refer to the function of NAT, its purpose for a home network, and the effective and simple security it offers a network. 

· discussed the advantages and disadvantages of the common cable, fibre and wireless technologies for connecting the components of a LAN.

The discussion will cover the advantages and disadvantages of the connections on the basis of:

· available bandwidth 

· impact on bandwidth of number of users(network saturation)

· ability to secure data transfer on the medium

· ease of set up and configuration

· reliability

· environmental conditions

· suitability for the purpose of the LAN

· described the access control method used in the Ethernet architecture

The student will describe the access control method used in the Ethernet architecture using a flow diagram identifying actions and responses to activity.
The examples above relate to only part of what is required, and are indicative only.

	The student has demonstrated comprehensive understanding of local area network technologies 

They have:

· discussed IP addressing schema including the consequences for static addresses and dynamically obtained addresses

The student will describe the access control method used in the Ethernet architecture using a flow diagram identifying actions and responses to activity

The discussion will cover IP address classes and their relevance to identified situations

· public versus private IP addresses

· subnet masks

· default gateway

Note: students are not expected to discuss IP6 in any depth. Identifying IP6 and the reasons IP6 is required is sufficient.

The discussion will typically cover the consequences of the following errors in IP addresses:

· incorrect configuration of an IP address

· private vs public 

· incorrect subnet mask

· incorrect default gateway 

·  and the use of the ipconfig (or equivalent command)

· discussed how the access control method used in Ethernet architecture manages Ethernet traffic on a LAN.

The student will describe the access control method that is used in an Ethernet architecture and discuss how this access control method manages the Ethernet traffic on a LAN

E.g. CSMA/CD (Carrier Sense Multiple Access / Collision Detection) is the protocol used in 

HYPERLINK "http://www.tech-faq.com/ethernet.html"
Ethernet networks to ensure that only one network node is transmitting on the network wire at any one time.
In the discussion  the student would use the terms: 

· carrier sense,

· multiple access 

· collision detection

The student will discuss how collisions occur in CSMA/CD and how they are managed with the CSMA/CD protocol.

This discussion will refer to the terms

· nodes, 

· transmissions,

· Ethernet frames,

· collisions,

· acceptable levels of collisions and the use of Ethernet switches to overcome difficulties experienced with the CSMA/CD protocol.

The examples above relate to only part of what is required, and are indicative only.



Final grades will be decided using professional judgement based on a holistic examination of the evidence provided against the criteria in the Achievement Standard.

Appendix 
The following definitions are from the explanatory notes of AS91377 (2.50).
Appendix 1
Local area network consists of a number of networked devices that include at least three PCs connected with an unmanaged switch, simple server elements and a single connection to the internet.

Appendix 2

Networking concepts will include but are not limited to: the characteristics and purposes of a LAN, standard networking models (OSI and TCP/IP), bandwidth, data transmission modes, IP addressing, DHCP (Dynamic Host Configuration Protocol), NAT (Network Address Translation) and ICMP (Internet Control Message Protocol).

Appendix 3

The components of a LAN may include but are not limited to:

Desktop PC

Laptop

Mobile devices such as Netbook, PDA and Smartphone

Switch

Modem/Router

Printer

Scanner

Print Server

Network Storage 

File Server

Cables 

Wireless devices.

Appendix 4

Connection technologies will include but are not limited to:

common wired, optical and wireless technologies

LAN architecture specified in terms of physical topologies and logical topologies.
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