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· Should be subjected to the school’s usual assessment quality assurance process
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Internal Assessment Resource

Achievement Standard Digital Technologies 91642: Implement procedures for administering a wide area network
Resource reference: Digital Technologies 3.51
Resource title: Provide on-site support to an ISP client 
Credits: 4
Teacher guidelines

The following guidelines are supplied to enable teachers to carry out valid and consistent assessment using this internal assessment resource.

Teachers need to be very familiar with the outcome being assessed by Achievement Standard Digital Technologies 91642. The achievement criteria and the explanatory notes contain information, definitions, and requirements that are crucial when interpreting the Standard and assessing students against it. 

Context/setting 

This activity requires the student to assemble, configure, document, manage, and maintain a small WAN using appropriate procedures. The students are given a client scenario (see Appendix A), and all the equipment they need.

They will be required to configure the WAN, using networking hardware or simulation software, for a client. A diagram of the WAN set up is given in Appendix B. 

During the configuration, students are required to know, carry out, and document tests to ensure that their implementation of procedures meets the requirements of the WAN.

Once the WAN has been set up by the student, and the initial testing and documentation completed, introduce four faults into the WAN – two installation (set up) faults and two configuration faults. Examples could be:

· installation faults – incorrect cable (change a ‘straight through’ cable to a ‘cross-over cable’); ‘forgetting’ to switch the router on; ‘forgetting’ to turn a serial connection on (that is, no shut-down)

· configuration faults – overlapping subnets; no default gateway set; DHCP turned off; port IP (Internet Protocol) configured from outside given subnet.

Students will also be assessed on the WAN and its repair, including their accuracy, independence, and efficiency in implementing procedures.
See Appendix C for a checklist that students and teachers could use as a guide towards the successful completion of this task. Adapt as necessary.

For this activity ensure that:

· the preconfigured elements of the WAN are as expected for the student

· an ISP work order is provided

· a Device Configuration is provided

· a Network Equipment Installation checklist is provided

· a Configuration Verification and Connectivity checklist is provided
· appropriate hardware and/or a network simulation tool (see list) is provided which enables the student to complete the tasks. Ensure that these have the relevant pre-configured elements.

The students may have developed troubleshooting and maintenance procedures that fit this scenario through their work on the Achievement Standard Digital Technologies 91651.

Students are required to know, carry out, and document tests to ensure that their implementation of procedures meets the requirements of the WAN.

Any student undertaking this assessment must be familiar with the knowledge required to design, build, and document an operational WAN before undertaking the assessment. 

A network simulation tool is to be used in this assessment. The student must be familiar and confident in the use of this tool.

Conditions 

This is an individual task. The credit rating of this standard indicates that the time for learning, practice and assessment should be approximately 40 hours.
Because you are required to assess the ways in which the procedures and tests are implemented, as well as the quality of the outcome, the students should complete all their practical work in class time.

Resource requirements 

This task can be completed using a network simulation tool.

ISP router with two serial interfaces and one Fast Ethernet interface (preconfigured by teacher)

Ethenet (2960) switch to connect to the ISP router (preconfigured by teacher)

Customer router (1841 or other with 2 FA ethernet interfaces and at least one serial interface connected to the ISP)

Linksys WRT300N to connect wireless hosts

Ethernet 2960 switch to connect wired hosts

Wireless client

Wired client

Cat 5 cabling as necessary

Serial cabling as necessary

ISP work order (this task)

Network Equipment Installation checklist (included in this task)

Configuration Verification and Connectivity checklist (included in this task).
The student is to be given administrator access to the ‘http interface’ on all routing and switching devices. On Cisco devices this is the Cisco Router and Security Device Manager (SDM), a web-based device management tool that simplifies router deployments and helps troubleshoot network and connectivity issues. This interface may require prior set up by the teacher. The student could also choose to use the Command Line Interface (CLI).

This activity has been written using Cisco hardware. Any of the Cisco devices may be replaced by a similar item of networking hardware with only minor changes to the activity. Ensure that these changes do not significantly impact on the difficulty of the activity and allow students access to all levels of achievement.

Additional information

This standard requires you to make judgements about the ways in which techniques are implemented, as well as about the quality of the finished product. For example, you are required to judge (for Merit) whether the student has shown “independence and accuracy in the execution of the techniques and tests” and (for Excellence) whether the student has worked “in a manner that economises time, effort, and materials”.
Measures

Independence relates to the student’s manner of working. Specifically, do they get on and make the agreed product with minimal advice and guidance from their teacher and without relying on help from fellow students? (Evidence: classroom observation). 

Accuracy of execution is one of the main ways in which skill (the criterion for Merit and Excellence) can be recognised. (Evidence: finished product)

Economy of time relates to personal organisation. Do students look after their resources between periods so that they can quickly pick up where they left off? Do they spend time wandering and chatting to classmates? Do they find something to go on with if the machine they need is in use or out of order? Do they think before they act and so avoid time-consuming undoing and redoing? (Evidence: classroom observation)

Economy of effort is about working efficiently. It is a function of knowledge, thinking, planning, and skill. Does the student know what to do and get on and do it, or do they rely on trial and error? Do they use data from testing to guide next practice? Do they use the correct tool for the task? (Evidence: students’ dated log entries or annotations, classroom observation)

Economy of resources is about minimising the use of materials. (Evidence: students’ photos, classroom observations)

Economy of resources can be gauged by the students’ assembled equipment list, what was used from this list, what ended up not being used, and what had to be sourced during the assessment that was not on the original list. 

Where students are using a simulator, evidence could be seen in reflective comments documented by them during the development of their WAN and teacher observations made during this process. 

Economy of time, effort, and resources are often linked. For example, choosing the correct tool will save time and effort and minimise wastage.

Recording of evidence

As teacher, you need to be able to demonstrate that your judgements are soundly based. This means some recording of evidence is necessary.

Recording of evidence should not, however, be time-consuming or onerous. Students could be asked simply to keep a record of progress and how they have resolved problems – maybe by annotating construction plans or the equivalent. You could add your own observations to the students’ records.

In this assessment, students are required to provide documentation of testing to ensure that they have established standard administrative procedures for the WAN. They are also asked to keep a brief log of testing they have carried out. You could add your own observations to the students’ records. 

Students could also provide evidence by:

· written documentation that establishes a schedule of tests and records the outcomes of tests as they apply them

· screenshots/diagrams with annotations of testing outcomes.

By asking your students to record evidence, you reinforce that their manner of working is also assessed in this standard.

Ensure that all students have the opportunity to explain clearly why they did what they did.

Economy of time and effort will be commonly linked.

Students could provide evidence using different modes of communication. You may need to provide guidance or support to ensure that all students have the opportunity to explain clearly why they did what they did and how they did it.
Internal Assessment Resource

Achievement Standard Digital Technologies 91642: Implement procedures for administering a wide area network
Resource reference: Digital Technologies 3.51
Resource title: Provide on-site support to an ISP client 
Credits: 4
	Achievement 
	Achievement with Merit
	Achievement with Excellence

	Implement procedures for administering a wide area network.
	Skilfully implement procedures for administering a wide area network.
	Efficiently implement procedures for administering a wide area network.


Student instructions 
Introduction 

This assessment activity requires you to implement procedures for administering a WAN by using networking hardware or simulation software for the following scenario:

Provide on-site support to an ISP client who is utilising Internet services to implement WAN connectivity. (For further details of the scenario refer to Appendix A.)
This activity requires you to:

· follow standard procedures to assemble and configure the WAN as illustrated in the diagram labelled WAN set up 

· document this set up 

· design an IP address scheme to establish the connectivity between the WAN components and implement other configuration parameters where required

· implement management procedures that will ensure the WAN works efficiently to meet requirements.

Use your diagnostic and troubleshooting procedures as you undertake these procedures. 

You will be assessed on how successfully you assemble and configure your WAN to meet the client requirements, on how accurately you document your WAN, the documentation of your administration procedures, and your diagnostics and troubleshooting procedures. Wherever possible you should conserve IP addresses. Independence, accuracy, and efficiency will be taken into account in determining your final grade. 

Keep a brief log noting the tests you have carried out. You will also collect images and other types of documentation of your work. You must document the result of your actions during testing.

Task 
Use networking hardware or the simulation software to:

· assemble and configure the WAN 

· document that the WAN operates correctly

· manage the WAN

· diagnose and troubleshoot the WAN.
Assemble and configure the WAN

Refer to the scenario (see Appendix A).

The task is to replicate connectivity not application (other than web server connectivity) performance.

Your teacher will give you the IP address of the web server.

Develop the Subnet scheme

The customer has been assigned the following IP address and subnet mask:
xxx.xxx.xxx.xxx / yy
Develop a subnet scheme for this address that allows the customer network to support two subnets of up to 30 clients each. Allow for growth to as many as six subnets in the future.

The first subnet is for wired clients.

The second subnet is used to assign an IP address to the Linksys external Internet interface.

The internal wireless network clients use the default IP addressing (192.168.1.0/24) assigned by the Linksys.

The Linksys uses NAT (and PAT) to convert internal wireless client addresses to the external address.

The internal wireless clients do not require a subnet from the base addresses.

Determine the number of hosts and subnets

The largest subnet must be able to support 30 hosts. 
What is the number of host bits required to support that many hosts?

What is the number of subnets required for the new network design that also allows for future growth?

How many host ID bits are reserved for the subnet ID to allow for this number of subnets with each subnet having 30 hosts?

What is the maximum possible number of subnets with this scheme?

Calculate the custom subnet mask

What will the custom subnet mask for this network be?

Identify subnet and host IP addresses
Complete the table showing the possible subnets for the xxx.xxx.xxx.xxx network. 

	Subnet
	Subnet address
	Host IP address range
	Broadcast address

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Document that the WAN operates correctly
Follow standard testing procedures (which may include but are not limited to the use of connectivity testing tools such as ipconfig/ifconfig, ping, tracert/traceroute and web browsing to the server and router) in order to document that the WAN operates correctly.
Managing the WAN

Use the management tools to verify and document the settings for DHCP, user access, and administrative security. 

Include your process for disaster mitigation.

Diagnosing and troubleshooting the WAN

Your assessor will now introduce four faults into your network, two from each of the following areas:

· configuration faults

· installation faults.

See resources for information on standard testing procedures.

Your task is to identify each fault and to repair the fault to re-establish your correctly working WAN. You are expected to document your troubleshooting procedures and to undertake any maintenance required that is identified during this process.

Demonstrate your repaired WAN to the teacher and show that it meets all the required specifications.

Use the checklist in the resources to ensure that you have completed everything, hand in the required teacher checks, and provide all of the necessary documentation.
You will be assessed on:

· whether your WAN meets the requirements

· the manner in which you implement the WAN and follow standard testing and administrative procedures to manage the WAN and repair the faults. Your independence, as well as your accuracy and efficiency, will be taken into account. 
· diagnosing and troubleshooting a WAN to identify and resolve given installation and configuration faults, showing accuracy and independence.

· whether you undertake procedures in a manner that is economical in time, effort and resources.
Relevant health and safety practices must be followed in creating the WAN and repairing the faults.

This is an individual task.

Resources

The teacher will provide you with access to:

· good working hardware as per your equipment list 

· if you are working with a network simulation tool then you can expect to be provided with training to use that tool and manuals for reference

· software as per your software list 

· Internet access.
Other resources may be negotiated as required.

Health and safety 

Ensure you are familiar with health and safety requirements for using electrical equipment and correct electrostatic procedures. For example:

· always turn off and unplug electrical equipment before working on this equipment

· ensure that all working surfaces are correctly grounded before working on ESD sensitive equipment

· always work on ESD sensitive equipment wearing a correctly grounded ESD strap.

Definitions for testing 

Standard testing procedures may include but are not limited to the use of:

· connectivity testing tools (for example, ipconfig/ifconfig, ping, tracert/traceroute and web browsing to the server and router).

Standard administrative procedures include but are not limited to management of:

· IP address schema and allocation 

· mitigating the consequences of mismanagement

· the router (for example, set up DHCP, router traffic logging, establish NAT, admin security, user access, config back up

· diagnostic programs (Windows Device Manager, MSConfig, Windows Network Connections Manager, hwinfo, aida32, IPConfig and Ping.)
Assessment schedule: Digital Technologies 91642 Provide on-site support to an ISP client
	Evidence/Judgements for Achievement
	Evidence/Judgements for Achievement with Merit
	Evidence/Judgements for Achievement with Excellence

	The student has implemented procedures for administering a wide area network: 

· followed standard procedures to assemble and configure a WAN to meet given requirements

The student has constructed the WAN set up as shown in the supplied diagram.

A basic IP address scheme has been used, for example, 192.168.0.0 /24 with a default gateway of the IP address supplied to the client by the ISP. DHCP is configured to auto.

Student workbook contains evidence of ping results that prove connectivity from all work stations to the ISP.

The student has configured the default gateway, the correct subnet mask and cables to use and to power up the switching devices. 

The IP addressing scheme for the WAN is calculated to establish a working scheme that ‘works’ but may not be efficient and does not conserve IP addresses.

The student has ensured that DHCP is configured on the correct router and default gateways are set correctly. (All of EN 3 must be covered).
· followed standard testing procedures to document that the WAN operates correctly

The student has implemented testing procedures to document that the WAN operated correctly. The student workbook contains evidence of the use of:

· ipconfig/configif, ping, tracert/traceroute tools and web browsing to the web server and routers.
· followed standard administrative procedures to manage a WAN

The admin user was set up with passwords. Any non-admin users were set up with passwords and appropriate user rights. All switch and router configurations were backed up. (All of EN 5 must be covered).
· diagnosed and troubleshot a WAN to identify and resolve given installation and configuration faults
The four faults (two installation and two configuration) introduced were identified and resolved.

This description relates to only part of what is required, and is indicative only.
	The student has skilfully implemented procedures for administering a wide area network: 
· followed standard administrative procedures to manage a WAN, showing accuracy and independence

The student has independently followed standard procedures to assemble and configure the WAN to meet given requirements, and independently followed standard testing procedures to document that the WAN operated correctly. 
For example, the student independently ensured connectivity from all workstations to the ISP and provided documentation of ping results confirming this. The IP addressing scheme for the WAN was calculated accurately and IP addresses were conserved.

The student has independently sought online support where appropriate.
For example, the student used one of the websites below to ensure that they appropriately conserved IP addresses (such as only having two useable ones per serial connection):

http

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
://

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
www

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
.

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
cisco

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
.

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
com

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
/

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
en

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
/

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
US

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
/

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
tech

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
/

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
tk

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
365/

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
technologies

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
_

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
tech

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
_

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
note

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
09186

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
a

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
00800

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
a

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
67

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
f

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
5.

HYPERLINK "http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml"
shtml
http://www.learntosubnet.com
http

HYPERLINK "http://www.subnet-calculator.com/"
://

HYPERLINK "http://www.subnet-calculator.com/"
http://www.subnet-calculator.com
· diagnosed and troubleshot a WAN to identify and resolve given installation and configuration faults, showing accuracy and independence

The student has accurately and independently identified and resolved the installation and configuration faults installed by the teacher.
For example, the student accurately and independently identified the type of cabling indicated in the diagram of the WAN, fixed any faulty or incorrect cabling, identified the components not working and resolved the installation and configuration of these components.
This description relates to only part of what is required, and is indicative only.


	The student has efficiently implemented procedures for administering a wide area network: 
· undertaken procedures in a manner that is economical in time, effort, and resources.

The WAN set up as shown is constructed.

The student has established a robust IP address scheme that conserves IP addresses, correctly establishes DHCP, with all default gateways correctly set, and allows for future expansion as detailed in the brief.

The student’s workbook contains evidence of ping results that prove connectivity from all workstations to the ISP.
This task was completed without any assistance in a straightforward manner and with little trial and error. 
The student diagnosed and troubleshot the WAN to identify and resolve given installation and configuration faults in a manner that was economical in time, effort, and resources.

There was little trial and error. The student was completely familiar with the set up and configuration of the WAN and easily solved the introduced faults. 

There was very limited use of online support. 

The equipment was set up in a simple, straightforward, manner with no trial and error. 

The student was totally familiar with the network hardware or the simulation software and easily able to use this to administer the WAN.

This description relates to only part of what is required, and is indicative only.




Final grades will be decided using professional judgement based on a holistic examination of the evidence provided against the criteria in the Achievement Standard.

Appendix A: The scenario

You have received the following work order from the manager at the ISP. Review the work order to gain a general understanding of what is to be done for this customer. Question your supervisor (assessor) if you feel that any points require clarification.

ABC ISP Inc.

Official Work Order

Customer: AnyCompany

Address: 123 Some Street, AnyTown.

Customer Contact: Fred Pennypincher, Chief Financial Officer

Phone number: 123 456 7890

Description of work to be performed

Review the supplied network diagram. 

Build the WAN as described. 

The switch will support connections from wired clients on one subnet.

The Linksys will support wireless clients on another subnet.

Configure the 1841 as a DHCP server for the wired network and the Linksys to support wireless users.

The wired and wireless client traffic from each subnet is routed through the 1841 customer router.

RIPv2 is used throughout this system, and the encapsulation on the WAN link between the customer and the ISP is PPP.

The customer router must use a static address. 

The ISP router serial interface IP address it must communicate with is xxx.xxx.xxx.xxx

Assigned to: G. Netwiz

Approved by: Bill Broadband, ISP Manager

Appendix B: WAN set up
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Appendix C: Checklist
WAN assembly and configuration


Assembly


Configuratiion

Documentation


The IP scheme


Device ports labelled including IP addresses


Testing procedures described and results documented



NAT and DHCP configuration documented

Administration


Admin user and passwords

Non-admin user accounts established and documented


Maintenance including Help Desk


Switch and router configuration back up


Troubleshooting


Fault 1



Identified


Described



Resolution described




Tested



Fault corrected (Yes/No)


Fault 2 



Identified



Described



Resolution described




Tested



Fault corrected (Yes/No)


Fault 3



Identified



Described



Resolution described



Tested



Fault corrected (Yes/No)


Fault 4



Identified



Described



Resolution described




Tested



Fault corrected (Yes/No)

NZQA Approved
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